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SECURITY == 5ERVICE

Security can no longer be viewed as an extra layer of a business protocol.
ClOs are worried about breaches, their organization’s reputational risk
and protecting their client data. These risks are becoming more and more
financially and operationally impacting as well. Security must become
embedded in organizations’ core business framework. With the growing
cyber-crime landscape, threats to private or intellectual property, and

the ever-increasing fallout associated with security incidents, failing to
implement the appropriate countermeasures can be hazardous.

WHY BULLETPROOF?

Bulletproof has a 16-year history in IT security. We understand the complexity of
security, incident response and forensics. Our mission is to reduce uncertainty
and confusion around information technology for our clients. We have completed
hundreds of projects for a wide cross section of public sector and commercial
clients. Our resources are second-to-none when it comes to security experience,
and we hold the highest levels of industry certification.

To help organizations protect their business brand, data and client relationships,
Bulletproof offers a suite of comprehensive Security as a Service solutions:

Security Operations Center - Real-Time 24x7 Active

Defense and Offensive Countermeasures

Incident Response and Digital Forensics

Vulnerability Assessment & Management

Threat Risk Assessment (TRA) and Network Risk Assessments (NRA)
Web Application and Network Penetration Testing (i.e. wireless and mobility)
Security Governance - Strategies, Mitigation and

Implementing Policies and Procedures

IT Security Architecture - Securing Infrastructures

from Physical, Virtual and Cloud Based

Compliance - Planning, Pre-Implementation and Auditing

DID YOU KNOW?
y - Security and privacy are listed as the number 2 concern
bul |etprOOfS| .com for CIO’s in the 2016 Forbes annual survey.

- The average security breach goes undetected 197 days and the average

data breach costs 4 million dollars, according to a 2016 IBM Survey.




HOW CAN ORGANIZATIONS WITH LIMITED IT RE-
SOURCES MOVE TO 24X7 VIGILANCE?

By providing visibility. Visibility by means of operational,
strategic and tactical security. Through our Security Oper-
ations Center, we help automate information security, and
position organizations to be able to triage any system in
real-time.

Expanding visibility beyond static endpoints, and into mo-
bility, networks and cloud based environments, we provide
a solution for centralizing alerts and identifying real time
threats. Our seasoned staff analyze and correlate events
from multiple important source logs through highly ad-
vanced, Gartner Magic Quadrant leading, Security Infor-
mation and Event Manage-
ment (SIEM) solutions. Skilled
security personnel investigate
alert messages, identify sus-

cyber threat levels in a highly

ADDITIONAL SECURITY SERVICES

Cyber Incident Response Team. Our team applies expert
strategies and techniques that properly identify compro-
mised systems, recover lost or locked data, provide inves-
tigation and containment of a breach, and rapidly reme-
diate an incident. Our team is experienced in criminal, civil
and corporate forensics investigations.

Vulnerability Assessment & Penetration Testing
Services to examine systems and people for systemic vul-
nerabilities using industry-standard tools and techniques.

Network Risk Assessment (NRA), Threat Risk Analysis
(TRA) - A well-established and highly respected NRA, de-
signed and customized for
the gaming industry, and
formalized TRA services for

BENEFITS OF OUR SECURITY
OPERATIONS CENTER AS A SERVICE
picious activity, and mitigate « Fractional cost of internally managing
SIEM and SOC services 24x7

Public sector organizations
with mandated governance
framework and standards.

effective and scalable service
model, through core tactical
analysis.

The reality of information
technology is that not ev-
ery offender’s actions can be
blocked completely. When an
incident does occur, compre-
hensive case management is
used to ensure proper work-
flow from initial investigation
through archiving for legal
or investigative purposes. All
case management activities
are led by Bulletproof’s ex-
perienced Cyber Incident Re-

Real-time analyses and tactical

triage of alerts (detect and prevent,

analyze and respond)

Coordinate & execute rule updates to
isolate true offenses - shared intelligence
Relieve your internal IT staff to focus on
more strategic core business functions
Comply with audit requirements,

such as PCl, HIPAA, and SOX

Standardized incident management process
based on ITIL - consistent quality of service
Integrated with your existing support
Monthly fixed-price core services
beginning at as low as 500 eps

Security Governance & Pol-
icy Development, Compli-
ance Analysis & Audit - Im-
plement a security culture
that protects the organiza-
tion. To prepare for a com-
pliance audit, we can identify
critical activities and capabil-
ities. We can perform audits
against standards, including
ISO 27001.

Virtual Chief Security Offi-
cer (CSO) - Leverage a block
time retainer with a CSO to
advise on governance and
policy, security architecture,

sponse Team (CIRT) who guides the classification, initial incident response and remediation, or vendor selection of

triage, assignment, and escalation to ensure proper chain IT Security products. This can be a cost effect solution if

of custody. you don’t have a full-time CSO on-site.

Bulletproof has lbbeen providing value to our clients since 2001 and we want to be your Trusted IT Provider. We offer a suite of services
including IT/Cybersecurity Services, Professional and Managed Services, as well as Education Services. For more information about
Bulletproof please visit our site or call us at 1-866-328-5538
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